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This paper researches Dagang Oilfield's new energy sustainable
system against denial of service (DoS) attacks. Firstly, the current
development status of new energy in Dagang Oilfield is illustrated.
Then, the common types and principles of DoS attacks are presented,
and the weak links of Dagang Oilfield's new energy system and the
possible harms are investigated. The system dynamics theory is
applied to modeling of the new energy system of Dagang QOilfield, and
finally, strategies to resist DoS attacks at both the technical and
management levels are developed, which adopt intrusion detection
system (IDS) and intrusion prevention system (IPS) on the technical
level, and establish a perfected security management system on the
management level. The presented multi-dimensional and multi-level
strategies improve the system security and anti-attack ability,
guarantee the stable operation of new energy system, and provides
security for the sustainable development of the oilfield.
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Introduction

With the inevitable trend of global green energy development, the development
and utilization of new energy has become the basis for promoting sustainable development [1-
3]. Dagang Oilfield actively responds to the energy reform and vigorously develops new energy
projects such as solar, wind and geothermal energy. Applications of new energy in the
production of Dagang Qilfield bring about numerous benefits, including the reduction of carbon
emissions, reducing the dependence on traditional fossil energy sources, and increasing the self-
sufficiency rate of energy [4]. With the progress of digitalization, the deep integration of new
energy systems and information technology is now an irreversible trend. However, denial of
service (DoS) attacks, an important form of threat to network security, seriously threaten the
new energy sustainable system of Dagang Oilfield, as such attacks are likely to lead to serious
consequences, such as interruption of energy supply, equipment damage, data loss and even
production shutdown [5].
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Therefore, this paper studies the new energy sustainable system of Dagang Oilfield
against DoS attacks. First, an overview of the new energy development status in Dagang
Oilfield is presented, and the types and principles of DoS attacks are introduced. Then, threat
analysis is performed to identify the weaknesses of the new energy system and evaluate the
possible harmful consequences of DoS attacks. The system dynamics modelling is used to
clarify the dynamic interaction among multiple factors such as equipment aging and attack
types, and finally, the strategic defense approaches are developed. This research provides a new
idea of research for the network security maintenance of analogous new energy systems.
Overview of new energy sustainable system in Dagang Qilfield

The new energy utilized in Dagang Qilfield mainly includes solar, wind and
geothermal energy. Several distributed solar photovoltaic (PV) power stations are built, and the
installed capacity of some of the PV power station has reached the order of megawatts. The
location of Dagang Oilfield enjoys rich wind energy resources, and Dagang Oilfield plans to
build more wind farms. Geothermal energy in Dagang Oilfield is mainly used to provide winter
heating for office areas and living facilities of the oilfield and improve the mobility of crude oil
in the oil production process.

Applications of new energy sustainable systems improve the economic benefits of
Dagang Qilfield. By utilizing renewable resources such as solar, wind, and geothermal energy,
the expenditure on energy is greatly reduced, especially for traditional fossil fuel. New energy
sustainable systems are also helpful for environmental protection, as they reduce emissions of
carbon dioxide and pollutants like sulfur dioxide. Moreover, with the progress in digitalization,
new energy sustainable systems become increasingly beneficial, as their costs of maintenance
continuously decline.

However, risks are also found in applications of renewable energy. Specifically,
the intermittency and volatility of new energy impact the energy supply stability. PV power
generation is subject to light intensity and time constraints, wind power generation is affected
by wind speeds and directions, and the development of geothermal energy is restrained by
geological conditions. The introduction of digital technology is accompanied by possible cyber
security attacks on the Dagang Oilfield system—a crucial challenge that cannot be ignored.
Principles of DoS attacks

Traffic-based DoS attacks are one of the most common types of attacks, and its
main principle is to send a large amount of illegal traffic to the target system to exhaust the
network bandwidth resources, so that the request of legitimate users cannot be responded to [6].
Distributed denial-of-service (DDoS) attacks are a typical form of traffic-based attacks, in
which attackers utilize a large number of controlled botnets to launch a flood of traffic attacks
on the target system. Application-layer DoS attacks mainly target the vulnerabilities of
application programs—attackers take advantage of the flaws in the application layer protocols
to send well-constructed requests to make the application programs being trapped in an infinite
loop or cause resource exhaustion. The characteristics and principles of application layer DDoS
attacks are shown in Table 1 and Figure 1 respectively [7-9].

Table 1. Classification of application layer DDoS attacks



Attack
Types

Attack Methods

Attack Characteristics

Defense Solutions

CC attack

Slowloris
attack

DNS
Request
attack

SSL/TLS
encryption
attack

WebSocket
attack

Attackers control a
large number of hosts
or proxy servers to send
a large number of
seemingly legitimate
requests to the target
server, consuming the
resources of the target
server (causing server
crash).

Attackers use a large
number of semi-open
connections. Since the
three-way handshake is
not completed, the
server is in a waiting
state (freeze).

When accessing a
domain name, attackers
send a large number of

domain name
resolution requests to
the domain name
resolution server for
reflection attacks.
Attackers exploit the
complexity of SSL/TLS
handshake protocols to
establish SSL/TLS
connections and
consume server
resources for increasing
server load and
degrading server
performance.

Attackers use
WebSocket requests to
attack the target
machine, causing over-
loaded or unresponsive
Servers.

The attack is concealed
in form, imitating
normal user requests to
the application system,
making it difficult for
traditional network
security devices to
identify.

Use incomplete
connections to exhaust
Server resources,
causing degraded
server performance to
decline or unresponsive
Servers.

Use the domain name
resolution process to
cause network
congestion and a
decline in server
performance, and the
attacker's real IP
address.

Exploit the complexity
of protocols to
consume server

resources and affect the

normal operation of the
server.

Send a large number of
WebSocket requests,
exhaust server
resources and affect the
normal service of the
server.

Employ professional
DDosS protection
services to detect and
filter CC attack traffic,
with more emphasis on
protecting HTTP and
HTTPS protocols.
Monitor network traffic
and server performance.

Adopt multi-layer
defense strategies,
including Web
Application Firewalls
(WAF), Intrusion
Detection Systems
(IDS), load balancers,
and Content Delivery
Networks (CDN).

Configuring firewalls
and IDS; monitor and
filter DNS resolution
requests to detect and
block abnormal requests
in a timely manner.

Deploy WAF and
strengthen server
configuration
management; optimize
SSL/TLS configuration
t.

Monitor and filter
WebSocket traffic; limit
the number and
frequency of
connections; detect and
block abnormal traffic
in a timely manner.
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Figure 1. Principle of application layer DDoS attacks

Threat analysis of new energy system in Dagang Oilfield
Weaknesses of new energy system in Dagang Oilfield

The network architecture of the new energy system in Dagang Oilfield is relatively
complex. It consists of humerous levels and involves different types of network equipment.
However, the following weak points still exist in the new energy system of Dagong OQilfield:
(1) Insufficient firewall and security equipment; (2) Equipment with outdated security measures;
(3) Wireless network; (4) Web-based energy management platforms with application layer
protocol flaws; (5) Intelligent control systems of PV panels, wind turbines, energy storage, etc.

Hazard assessment of DoS attacks on new energy system

DosS attacks have considerable impacts and may cause the interruption of energy
supply, and ultimately seriously affect the production and operation of the oilfield. Once the
attack leads to the malfunction of energy collection equipment, PV panels of the control system
may suffer from paralysis; the wind power generation system unit communication may blocked
and sufficient energy collection may be will not be able to collect enough energy. And so on
and so forth energy interruption will eventually lead to huge economic losses, and accompanied
by a series of security accidents, which will have a huge impact on human production and life.

There is a large amount of critical data in new energy systems, such as energy
production data, equipment operation data and even users' personal privacy information. DoS
attacks may lead to the loss or leakage of the above data. For example, it is highly likely that
the data storage equipment will be damaged during an attack. After obtaining the access to the
system, the attacker can steal sensitive data like the next production plan of the new energy in
Dagang Qilfield, or the user's energy usage information. Ultimately, the normal operation of
the system and reduce the credibility of the energy system of Dagang Oilfield are compromised.
Application of system dynamics to network security

Overview of system dynamics

System dynamics, originally called industrial dynamics, is born as a system
simulation methodology to analyze business problems, such as production management and
inventory management, but nowadays, is mainly used to reveal the correlations and feedback
mechanisms between elements within a system [10].



Flow diagrams are often used to represent the structure of the system in system
dynamics modeling [11], and the main steps in modeling system dynamics include problem
definition, model conceptualization, model construction, model validation, and final
application. A validated system dynamics model can be used for analysis to facilitate wiser
decision-making.

Modeling assumptions and boundary determination for new energy system in Dagang Oilfield

Modeling assumptions are as follows: (1) The equipment down rate increases with
aging of equipment and attack intensity. (2) The defense capability is positively correlated with
the security investment and technology level. (3) The propagation speed of attacks is higher in
the case of higher topology complexity of the network (meaning higher system vulnerability).
Model boundaries include the factors closely related to the defense of new energy systems
against DoS attacks. For example, model inputs incorporate external factors such as the type
and intensity of attacks and final security inputs. The output includes the states of the energy
supply, equipment lifespan and data security of the new energy system.

Strategic solutions to defend against DoS attacks

Technical level: Common means to defend against DoS attacks are intrusion
detection systems (IDS) and intrusion prevention systems (IPS). To analyze the abnormal
behavior and identify the characteristics of attacks in the new energy system of Dagang Qilfield,
IDS needs to detect potential DoS attacks. This requires the IPS to not only detect attacks, but
also block the detected attacks. In the actual hungry deployment process, the IDS also needs to
detect the characteristics of distributed DoS attacks. Once attacks are detected, filtering
measures will be taken to divert or discard malicious traffic to prevent further infringement of
the system and maintain the normal system operation. The Dagang Oilfield's energy system
also adopts Role-Based Access Control (RBAC) technology, which assigns access privileges
to users according to their roles and responsibilities. It largely restricts illegal users from
accessing and stealing system resources, and makes it difficult for attackers to gain access to
the system by stealing usernames and passwords.

Management level: In addition to the above defense at the technical level, it is also
necessary to improve the security management system. In the new energy system of Dagang
Oilfield, the regulations cover network security, equipment management and data protection,
etc., so that the responsibilities and authority of each department and personnel are clearly
defined. For example, in the “New Energy System Security Management Regulations”, the
procurement, installation, maintenance and scrapping processes of equipment are stipulated.
Meanwhile, according to the development of Dagang Oilfield and the general environment of
the domestic market, the above system is regularly revised and maintained to adapt to the
continuous development of network security and digital technology.

Conclusion

This paper focuses on denial-of-service (DoS) attacks on the new energy
sustainable system of Dagang Oilfield, performs system dynamics modelling and develops the
strategic defense solutions for the cybersecurity problem. The new energy development of
Dagang Oilfield is clarified, and the cybersecurity attack situation and the cybersecurity
vulnerability of the new energy sustainable system are investigated. The system dynamics



theory is applied to system modelling. Defense strategies at both the technical and management
levels are developed to secure the safe development of Dagang Oilfield in an all-round way.
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